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YTBEPXJIEHbBI

pacnopspKeHUeM aJIMMHUCTPALuU
KamTaHoBCKOI0 CENbCKOTo MOCEIeHHUs
No 02-08/158 ot «22» urons 2020 rojaa

¥Yrpossl
0e30I1aCHOCTH NMePCOHAIbHBIX JaHHBIX, AKTYaJIbHbIE IPH 00padoTKe
NepCOHAJbHBIX IaHHBIX B HH(POPMALHOHHBIX CHCTEMAX MEPCOHAIbLHBIX
AAHHBIX B aIMHHHCTpauuu KamTaHoBcKoro cejibCKoro nocejeHus

1. O0mHe NoJIoKeHust

1.1.  Yrpo3ssl 6e30nmacHOCTH NEPCOHANBHBIX JAaHHBIX, aKTyallbHble IPU 00pabOTKE
MIEPCOHAIBHBIX JIAaHHBIX B HWH(MOPMAIMOHHBIX CHUCTeMaxX T[EepPCOHANBHBIX JAHHBIX E
aJIMUHHMCTpAllM  rocelieHus (aanee - AkTyanbHble yrpossl OesomacHoctu MCIT/IH).
OIpeJieNIeHbl B COOTBETCTBUU C 4acThio 5 cratbu 19 MenepanbHoro 3akona ot 27.07.200€
Nel52-@3

«O mnepcoHanbHBIX JaHHBIX», TnocraHoBiieHuem [lpaBurtensctBa Poccuiickoi
Qenepauun ot 01.11.2012 Nelll9 «OO0 yrtBepkaeHun TpeGOBaHMN K  3allUTE
TIEPCOHAJILHBIX JaHHBIX MPU UX 00paboTKe B MH(POPMALIMOHHBIX CHCTEMAX MEPCOHATBHbIX
JTaHHBIX», NpHKa3zoM DelepanbHoi CiryKObl 10 TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOJIKC
(nanee - ®CTOK Poccun) ot 11.02.2013 Nel7 «O6 yrBepxaenun TpeGoBaHuii 0 3aiuTe
UHpOpPMaLMK, HE COCTaBIAIOIIEH TOCYyJapCTBEHHYIO —TailiHy, cojepiKalleics
roCyIapCTBEHHBbIX HMH(OPMALMOHHBIX cHucTeMax», mpukazoMm DOCTDIK Poccun 01
18.02.2013 Ne 21 «OO6 ytBepxnenun CocraBa M COAep)KaHHWs OpPraHU3AlMOHHBIX F
TEXHUYECKMX Mep Mo obecrneyeHHi0 0e30MacHOCTH MepCOHANbHBIX JAHHBIX TIPH HX
obpaboTke B WHGOPMALMOHHBIX CHCTEMaX IEePCOHAJBHBIX JAHHBIX», [PUKA30M
GenepanbHoli ciyxObl 6e3oracHocTu Poccuniickoit Menepanun (nanee - ®Ch Poccun) o1
10.07.2014 Ne378 «O06 yrBepxkaenun CoctaBa M COJEpKaHMS OPraHU3allMOHHBIX ¥
TEXHUYECKMX Mep 1o obecrnedeHuto Oe30MacHOCTU IMEePCOHANBHBIX JaHHBIX IPH KX
00paboTke B MH(OPMALMOHHBIX CUCTEMaX MEPCOHAIbHBIX JAHHBIX C HCIIOJb30BaHUEN
CpeAcTB Kpunrorpaduyeckoi 3ammrthl UHOOPMALUK, HEOOXOAMMBIX JUIS BBINOJHEHHS
ycraHoBieHHbIX [IpaBurensctBom Poccuiickoit ®enepauun TpeOOBaHUN K  3alllUTE
NEPCOHANIBHBIX JAHHBIX Ul KaXJ0ro M3 YpPOBHEH 3allMINeHHOCTH», MeToauKoy
OIpeJIeIeHUsl aKTyallbHBIX YIPo3 0€30MacHOCTH NMePCOHATBHBIX JAHHBIX MTPH X 00paboTKe
B MH()OPMAILMOHHBIX CUCTEMax IepPCOHAIbHBIX JAaHHBIX, YTBEPIKIEHHOW 3aMECTHTENIeN
aupektopa PCTIOK Poccun 14.02.2008, MeToauueckuMu pPEKOMEHJALMIMU  IIC
pa3paboTKe HOPMATHUBHBIX [PABOBBIX AaKTOB, OINpPEAENSIONIUX YIpo3bl 0E30MaCHOCTY
[IEPCOHAJBHBIX JaHHBIX, aKTyallbHble I[pU 00paboTke NEepcOHANbHBIX HaHHBIX E
MHQOPMALIMOHHBIX  CHCTEMaX  IMEPCOHAJIBHBIX  JAHHBIX, OKCILUIyaTHPYeMbIX  IpF
OCyILeCTBACHUH COOTBETCTBYIOIIMX  BMJOB  JIEATEJIBLHOCTH,  YTBEPXKAEHHBIME
pykosoactBoM &-ro lLlentpa ®CBb Poccun ot 31.03.2015

Ne149/7/2/6-432, ba3zoBoii MoJenbi0 yrpo3 0e30MacHOCTH MEPCOHANBHBIX JTAHHBIX
npu



ux oOpabotke B HH(POPMALMOHHBIX CHUCTEMAx [E€PCOHAIBHBIX  JAaHHBIX.
yTBepkieHHOH 3amectuTesieM aupekropa PCTOK Poccuun 15.02.2008, u bankom J1aHHBIX
yrpo3 OesonacHocTd MHQOpMaLMM, pa3MelleHHbIM Ha odwuimansiom caiite OCTDK
Poccuu (http://bdu.fstec.ru).

1.2.  AxtyansHble yrpo3sl  OesomacHoctd MCII[lH  comepkaT mepeueHE
aKTyalbHBIX Yrpo3 0e30macHOCTH IepPCOHAJBHBIX JAHHBIX TMpH HX 00paboTke E
UH(DOPMAIIMOHHBIX CHCTEMax MepcoHaNbHbIX JaHHbIX (nanee - UCII/IH) agMuHuCTpaiyy
paiioHa ¥ B MyHULMINAIbHBIX OMOJKETHBIX M Ka3eHHBIX YUpeKJeHHUsX paiioHa (Janee -
YUYPEKIEHHUS ).

1.3.  Axtyansnsle yrpossl 6e3onacuoctd MCII/IH nojnexar apantaiud B XO/IE
pa3paboTKU YUYpEXJIEHMSIMH YaCTHBIX MoJjeneil yrpo3 0e30MacHOCTH MepCOHATbHbIX
T@HHBIX JUISl KaXKJ10M HH(pOpMallMOHHO# cucTemsl (nanee - VC).

1.4. Ilpu pa3zpaboTke dYacTHBIX Mojenell yrpo3 0e30MacHOCTH MePCOHAIbHBIX
JAHHBIX NPOBOAWTCA AaHAIU3 CTPYKTypHO-(QYHKIMOHANBHBIX Xapakrtepuctuk MC.
SKCILTyaTUPYEMOM IPU OCYILECTBIEHUN YUPEKACHUAMH (QYHKLMI U MOJTHOMOYHMIA, a TAKIKE
MPUMEHSIEMbIX B Hell  UH(OPMALMOHHBIX  TEXHOJNOIMH W OcoOeHHOCTEH  e€
(GyHKLMOHMPOBAHHUS, B TOM YHUCIIE C UCIIOJIb30BaHUEM baHka MaHHBIX yrpo3 6e30MacHOCTE
uHpopmaruu.

1.5, B uacthHoii mozenu yrpo3 0e30MacHOCTH MEepPCOHAIBHBIX  JIAHHBIX
YKa3bIBAIOTCS:

onucanue UCII/In u ee cTpykTypHO-(DYHKLMOHAILHBIX XapaKTEPHCTHK;

OMUCaHUE Yrpo3 0e30MacHOCTH I[EePCOHANbHBIX JAHHBIX C yYE€TOM COBOKYITHOCTE
IIPEAIOoJIOKEeHHH 0 crnocobax, MOArOTOBKE U IPOBEACHUH aTaK;

onucaHue BO3MOXHBIX  ysa3Bumocteii MC, cnocoboB peanuszauum  yrpo:
Oe3omacHOCTU MH(MOPMALMU U NIOCIEACTBUI HapylIeH i 6e30macHocTH HH(POPMALIUH.

1.6. O6bexkramu uHpopMaTHU3aluu B opraHax Biaactu Beictynarot MC, umeroniue
CXOJHYIO CTPYKTYpPY U OJIHOTOYEHHOE IOAKIIOYEHHE K CeTAM OOILIEero IMojb30BaHUS ¥
(1) MHPOPMALMOHHO-TEJIEKOMMYHHUKAIMOHHON ceTh «MHTepHeT (nanee - ceThb

«MHTepHeT») uepe3 BBIAEICHHYIO HHQPACTPYKTYPY - MEKBEJOMCTBEHHYIO CETE
nepenayu AaHHbIX TamOoBCKO# 00iacTH.

1.7. B 3aBHCMMOCTH OT KOHKpeTHOro oonbexkra uHpopmaruzanuu UC yupexaenus
JEJISTCS Ha /1Ba BUJIA:

nokanbHasg MC, paboune mMecta 1 6a3bl JaHHBIX KOTOPOM pacronokeHbl B Ipezesiax
OJIHOTO 3/1aHMS;

pacnpenenennas MC, paboune Mecra KOTOpPO#l pacrosioKeHbl B Mpejenax OJHOIC
31aHus, a Oa3bl JaHHBIX XpaHsarcs U oOpabarbiBatorcest B LlenTpe 00paboTKM HaHHBIX
aZIMUHUCTpaLUU 00JIaCTH.

1.8. ba3pl panubix MHGOpPMALIMK, C UCIOIB30BAHUEM KOTOPBIX OCYILECTBISIOTCS
cObop, 3amuch, CUCTEMaTHU3alUs, HAKOIUIEHHE, XpaHeHHe, yTouHeHHe (OOHOBIIEHHE.
M3MEHEHHE) NEepCOHAIBbHBIX AaHHbIX rpaxaan Poccuiickoit ®epepauuu, HaAXOAATCS He
TeppuTopun Poccuiickoii denepanuu.

1.9., Bpox mnepconanbubix JaHHeix B MC wu  BeBox ganHeix w3z MC
OCYLIECTBIIAIOTCS €  HMCIOJIb30BaHHEM OyMaKHbIX M DJIEKTPOHHBIX  HOCHTeJeV
uHbopMalui. B KauecTBe OJIEKTPOHHBIX HOCHUTeNeH MH(BOPMAIUK HCIOIB3YIOTCS
YUYTEHHbIE CbeMHBIE HOCUTENH UH(popMaLuu U ontuyeckue aucku. Jlocryn k UCIT/1n




OrpaHMYeH IMepeYyHeM JIML, MMEIOLUX CaMOCTOATENbHBIM [JOCTYNl K IITaTHBIM
cpelcTBaM OOBEKTOB BbIYMCIIUTENBHON TEXHUKU YUPEXKICHUMN, SBIISIOLIUXCS BIAJEbLEN
ncC.

1.10. Ilepemaya mnepcoHaJbHBIX JaHHBIX B JIpyrde€ OpraHu3aluu U E
TEPPUTOPHAJIbHBIE OpraHbl (eaepajbHbIX OPraHOB HCMOJHUTENIBHOW BIACTH IO CETSIV
obwero mnonb3oBaHus U (unu) cetn «MHTepHET» OCYILIECTBISETCS C HMCIOJIb30BaHUEN
ceptuGULMPOBAHHBIX  WH(GPOBaNbHBIX  (KpunTorpaduyeckux)  CpeAcTB  3alUTh
uHdopmanuu (nanee - CK3M1).

1.11.  Kontponupyemoii 3onoii HMC sBisitoTcs aaMMHUCTPATUBHBIE 3aHUS
YyUpexAeHUH M OT/elibHble MoMelleHus. B npeaenax KOHTPOIUPYEMOU 30HBI HAXOMSTCS
pabourie MecTa TMOJb30BaTelleld, CepBepbl, CEeTeBOe M  TeJeKOMMYHHKALIMOHHOE
obopynoBanue MC. BHe KOHTpOiIMpyeMO#l 30Hbl HAXOASTCS JIMHUM Tepe/layi JaHHBIX ¥
TEJIeKOMMYHUKALIMOHHOE 00O0pyA0BaHKHe, UCIOJb3yeMoe i HHPOPMAlMOHHOIO 00OMeH:
1o ceTsiM o01ero nosnb3zoBanus u (win) cetn «MHTEpHETY.

1.12. B aagMUHUCTpPaTHUBHBIX 3JaHMSIX YUPEXKIAEHUI: AOIKEH ObITh OpraHU30BaE
MPOIYCKHOM PEKUM;

JIOJDKHO OBITh MCKJIIOYEHO HEKOHTpOJHpyeMoe npeOblBaHHe MOCTOPOHHUX JiHil ¥
HEKOHTpOJIUpYyEMOe MepemellleHre (BBIHOC 3a Mpejesbl 3[aHus) KOMIIbIOTEPOB ¥
OPTTEXHUKH;

MOMEILEHHUsI CO CPEACTBAMU BBIYUCIUTENLHON TEXHUKHU JOJKHBI OBITH 000pY/10BaHb)
3aMMPAOIMMHUCS IBEPSIMU U OIeYaThIBAIOIIUMH YCTPOHCTBAMU;

JOTMOJHUTENIBHO MOXeT ObITb OpraHu30BaHO BHACOHAOMIOAEHHE B KOPHAOpaXx.
BECTUOIONSAX U XOJLIaXx.

1.13.  3ammra nepcoHanbHbiX AaHHbIX B MC yupexaeHudh v ceTsix oOuierc
MOJIB30BaHus, NOJAKIIOYaeMbIX K cetu «MHTepHeT», obecrneunBaeTcs: CpeicTBaMH 3allUTh
uHpopmanuu (nanee - C3N1): _

C3U oT HecaHKLIMOHUPOBAHHOTO jAocTyIa, cepruduuupoBanabiMu PCTOK Poceum,
He HUKe 4 YypOBHsI KOHTPOJSI OTCYTCTBHUSI HEJEKJIapUpOBAHHBIX BO3MOKHOCTEH (Lanee -
H/IB);

CpeJCTBaMU aHTUBHUPYCHOH 3auuthbl, cepruduuupoanibiMu ®CTOK Poceun, He
HUXKe 4 Kiacca;

MexceTeBbIMU dKpaHamu, ceptuduuupoBanHbiMu GCTOK Poccuu, He Hmke 3
KJ1acca;

CK3H, GbopMUpPYIOLLIUMU BUPTYaJbHbIE YaCTHbIE CeTH (VPN).
cepruduuupoBanHbiMU @CB Poccuu no knaccy KC 1 u Bbiiie;

cuctemMaMu OOHapYy )KeHUsl BTOpIKEeHHUsI He HUKe 4 Kilacca;

CpPelICTBOM TOCYJapCTBEHHOW CHUCTeMbl OOHApyKeHMs, I[peayNpexaeHus WU
JUKBHJALMK TIOCHEACTBUNH KOMIIBIOTEPHBIX aTak Ha WH(OpPMALUMOHHBIE pPECYpCH)
Poccuiickoii denepauui.

2. XapakTepucTHKH 0e30nacHOCTH HH(POPMAIHOHHBIX
CHCTEM NMePCOHATBHBIX JAHHBIX

2.1. OcHOBHBIMH CBOHCTBaMHU 0€30MaCHOCTH UH(OPMALIUHU SABJISIOTCS
KOH(UAEHIUAILHOCTE - 0043aTelIbHOe JUlsl COOJIIOIEHUS OIIepaTOpOM HJIH
MHBIM IOJIyYMBIIMM JOCTYII K IIEPCOHAIbHBIM JaHHBIM JIMLIOM TpeOoBaHHE He




JIONyCKaTh UX pacrpocTpaHeHus 0e3 cornacus CyobeKTa NepcoHalbHbIX JaHHBIX HIIH
HAJIMYUsl THOTO 3aKOHHOT'O OCHOBAHUS;

[EJIOCTHOCTh - COCTOSIHME 3allMIIEHHOCTH HWH(OpMaLMHU, XapaKTepusyeMoe
crniocobnocThio MC obecrieurBaTh COXPAHHOCTh M HEU3MEHHOCTh MH(OPMALMK IpH
MONBITKAX HECAHKIIMOHMPOBAHHBIX BO3/IEHCTBHI Ha Hee B Ipolecce 0OpabOTKU Wi
XpaHEHMS;

JIOCTYITHOCTh - COCTOsIHHE MH(MOpPMALMH, MPU KOTOPOM CYOBEKTbI, MMEIolHe
1pasa JIOCTyTa, MOTYT pealli30BaTh HX OecrpensiTCTBEHHO.

2.2.Tlox aKkTyaJbHBIMH Yrpo3amMH O€30MacHOCTH IEPCOHAIIBHBIX JaHHBIX
[MOHMMAETCsl COBOKYITHOCTD YCIOBHI M (paKTOPOB, CO3AI0UIMX aKTyaJlbHYIO OMacHOCTb
HECAHKIMOHUPOBAHHOTO, B TOM YHUCJIE CIy4alHOro, J0CTyNa K IepcoHaIbHbIM JaHHBIM
npu wux obpaborke B MC, pesyiabraroM KOTOpPOro MOIyT CTaTh YHHYTOXKEHHE,
u3MeHeHue, OJIOKMpOBaHHWE, KOMMPOBAHME, MPEJOCTABIEHUE, pPaclpOCTpaHeHne
IIePCOHANIbHBIX JAHHBIX, @ TAKIKE HHBIE HENPABOMEPHbBIE IEHUCTBHSL.

2.3. B 3aBHCHMOCTH OT cocTaBa 0OpabaTbIBaeMBIX NEPCOHAJILHBIX JAHHBIX M
THIIA aKTyalbHBIX YIpO3 HEOOXOAMMBIH YPOBEHb 3alIMIICHHOCTH IePCOHAIBHBIX
nanubIx s kaknoi UCIILH onpenensercs nHAMBUAYAJIBHO.

2.4. JIna  WCIIJla  yupexk[aeHHH  aKTyalbHbl  Yrpo3bl  0€30MacHOCTH
NepCOHabHBIX JAHHBIX TPETHETO THIIA, HE CBSA3AHHBIC C HATMYUEM HJIB B cucremHOM U
TPUKJIAIHOM ITporpaMmMHoM obecniedennu (aanee - I10), ucrnonssyemom B MIC.

3. llpuMeHeHue cpecTB KPHITOrpapHIeCKOH 3alIHThI
uHdopMauu B HHPOPMALHOHHBIX CHCTEMAaX
NepPCoOHATbHBIX AAHHBIX

3.1. AxryansHocth npumerenust B UCTT/In yupexaennit CK3U onpenensiercs
HEOOXO/IMMOCTBIO  3AIMTHl  [EPCOHAIBHBIX  JIAHHBIX, B TOM  4uWCle TIpH
MH(QOPMAIIMOHHOM OOMEHE 10 CETsIM CBSI3H OOLIEro MoIb30BaHus U (HIIK) CeTH
«nTepHeTy.

3.2. CK3U npeana3zHaveHsl AJsl 3alUTEL KHPOPMALMK OT JeUCTBUI CO CTOPOHBI
LI, He UMEIOILMX MPaBO JOCTYIA K 3TOH MH(OPMAaIIH.

3.3. IIpuHATBIMA  OpPraHU3allMOHHO-TEXHUYECKHMMHU MepamMH B  YUPEKACHUAX
JNOKHA  OBITH  HMCKJIIOYEHa  BO3MOXKHOCTh  HECAHKLIMOHMPOBAHHOrO  JIOCTyTla
MOTEHIMAIBHOrO HapyIuTess K kiodesoi uHpopmanun CK3H.

3.4.Tlpu okcruyataumn  CK3W  nomkHbl  cobmopathest — TpeOOBaHHs
SKCILTyaTallMOHHO-TeXHUYecKoi  aokymentauuun Ha CK3M  u  TpeGoBanus
JIeHCTBYIOIMX HOPMATUBHBIX [IPABOBBIX AKTOB B 00JIACTH peajin3alii UOKCIITyaTaluu
CK3H.

3.5. Jlns obGecrieyeHus Ge30MacHOCTH MEPCOHATBHBIX JAaHHBIX IIPH MX 00paboTke
B UCIT/In ucrnons3ytores CK3U, npoueainue B yCTaHOBJIEHHOM MOPsIAKE NPOLUEYPY
OLIEHKH COOTBETCTBHUSL.

3.6. Oowexramu 3ammTel B UCI/IH sBisroTes:

NepCcoHANIbHbIE JIaHHBIE;

cpezcTBa Kpuirrorpaguueckoil 3amuTel MHGOpMaInm;

cpena pynkuunonuposanus CK3U (nanee - CD);

uH(OpMAIHsI, OTHOCSIIASACS K KpUITOrpaduIeCKOM 3aliuTe IepCOHATbHBIX



JIaHHBIX, BKJIFO4ask KJIFOUEBYI0, MIAPOJIbHYIO H ayTeHTU(QULHUPYIOLLYIO HH()OPMALIUIO
CK3U;

JOKYMEHTBI, JieJia, )KypHallbl, KapTOTE€KH, WU3/1aHUs, TeXHUUYECKHEe TOKYMEHTHI,
paboure Marepuanbl M T. M., B KOTOPBIX OTpakeHa 3aluiaemMas HH(OpMALHs,
orHocsmasicss k UCII/IH n ux kpunrorpadguyueckoii 3auure, BKIOYas JOKYMEHTALUIC
Ha CK3U u Ha TexHHYeCKHe U IPOrpaMMHBIe KOMITOHEHTHI Cpeibl (PyHKIHOHUPOBAHUS
CK3U;

HOCUTENH 3amuigaemMoil vHdopmaunuu, ucnonsdyembie B MC B mpouecce
KpUNTOrpaMuecKol  3alllUThl [EPCOHAIBHBIX JIaHHBIX, HOCUTEIU KIHOUYEBOI,
napoJibHOM ¥ ayTeHTuGuuupyromeii napopmaruu CK3U u nopsinok goctyna Kk HUM;

UCIIOJIb3yeMble MH(OPMALIMOHHONW CUCTEMO# KaHabl (JIMHUKM) CBSA3M, BKIIHOYas
KaOeJbHbIE CHCTEMBI,

NOMEIIeHUs, B KOTOpBIX Haxousrcs pecypesl MC, uMmeroniue OTHOIIEHHE K
Kpunrorpadguueckoi 3auuTe nepcoHaabHbIX JaHHbIX.

3.7. Peanu3auus yrpo3s 6€30nacHOCTH EPCOHATBHBIX JaHHBIX, 006pabaThiBagMbIX
B UCII/IH, onpeernsiercss BO3MOXKHOCTSMU UCTOYHHKOB aTak. Ha OCHOBaHMM MCXOIHBIX
JlaHHBIX 00 00beKTaxX 3allUThl M UCTOUHMKAX arak B Tabiuue Nel s yupeskieHuid
omnpe/eseHbl 000011eHHbIe BO3MOKHOCTH HCTOYHUKOB aTaK.

Tabnuya Ne1

No Qb00uennble 603MONCHOCHIU UCHIOYHUKOE AMAK Ha/Hem
1 Bo03M0OKHOCTH caMOCTOSITENIBHO OCYLIECTBIISTE CO3/IaHHe CIIOCOO0B
aTaK, TOATOTOBKY M TNPOBEJEHHME aTaK TOJIbKO 3a IpejeiaMu Ja

KOHTPOJIUPYEMOM 30HbBI

2 B03MOXHOCTb CaMOCTOSATENBHO OCYLIECTBIISATh CO3/IaHUE CIIOCOO0B
aTak, MOJIrOTOBKY M IPOBEJIEHUE aTaK B Mpejenax KOHTPOJIUPyeMol
30HBI, HO 0e3 (u3MyYecKoro JOCTyma K anmapaTHbIM CpeacTBaM Ha
(manee - AC), Ha kotopsix peanusoBanbl CK3U u cpena ux
(GYHKIMOHUPOBAHUS

3 B03MOXKXHOCTb CAMOCTOSTENBHO OCYHIECTBIISATh CO3/IaHUE CIIOCOOOB
aTax, I0JIr0OTOBKY M IIPOBEJIEHUE aTaK B IpejiesiaXx KOHTPOJIUPYEMOii
30HBI ¢ (pusrueckuM goctynom k AC, Ha KOTOPBIX pealn30BaHbl
CK3H u cpena ux GpyHKUHOHUPOBAHHUS

Het

4 Bo3Mo)kHOCTE  mpuBIEKaTh CIELUAIUCTOB, HMEIOLIMX  OIBIT
pa3pabotku u ananuza CK3U (Bkiioyas crieliainucToB B 00J1aCTH
a”ajau3a CUTHaJIOB JIMHEHMHOH Nepelayu U CUTHAJIOB M0OO0YHOro
5JIEKTPOMarHUTHOro u3nyvenus v HaBogok CK3M)

Her

5 B0O3MOXXHOCTb  NpHUBJEKaTh CHELUATHCTOB, HMMEIOLIUX  OIBIT
paspabotku u ananusza CK3U (Bkiroyast crieninaaucToB B 00J1acTh
MCTIONb30BaHUsl I peallu3allii  aTak HeJIOKYMEHTHPOBAHHBIX
BO3MOYKHOCTEHN IPUKIAJAHOIO ITPOrpaMMHOI0 obecrieueHusi)

Her

6 B0O3MOXHOCTE  NpUBIEKaTb CHELUMAIUCTOB, MMEIOIIMX  OIBIT
paspabotku u aHanmuza CK3U (Bkirovasi crienMajgucToB B 00JIacTH
MCTIOJIb30BaHMs I pealu3allud arak HeJOKyMeHTHpoBaHHBIX | Her
BO3MOXKHOCTEH arnapaTHOro U NporpaMMHOI0 KOMIIOHEHTOB Cpe/Ibl
dynkunonuposanusi CK3M1)




3.8.B coorBercTBUM ¢ OOOOUIEHHBIMH BO3MOKHOCTAMHW MCTOYHUKOB AaTak
(Tabnuma Nel) onpesienieHsl iBe akTyallbHble YTOUHEHHBIE BO3MOXKHOCTH HapyIIUTEIEH
Y HanpaBlieHUs aTak (COOTBETCTBYIOLIME aKTyalbHble yrpo3bl st C) (Tabmuia Ne2).

Tabmuma Ne2.
YTouHéHHbIE AKTYaJIbHOCTh O6ocHOBaHHME OTCYTCTBHS
BO3MOYKHOCTH HCITIOJIB30BaH M
HapyILIHUTeNeH u (MpHMeHeHNS)
st
HarpasJIeHUS A
CTBVIOLLIE IIOCTPOCHUS U
aTak (COOTBETCTBYIOLL] O —
aKTyaJbHbIE yIpO3bl) aTaK
I 2 3
1. IlpoBenenue araku npu | Heakrtyansno | [IpoBoasitcs paboTsl mo noadopy
HaxoXXJIeHUU B Tmpeaesax repcoHarna;
KOHTPOJIUPYEMOI 30HbI [peJCTaBUTENId TEXHUYECKUX,

00CITyKUBAIOLLIUX U APYTUX
BCIIOMOTaTeNIbHbIX CIyK0 npu padbore
B [TIOMeIleHUsX (CToMKax), rje
pacnojioxkensl CK3U, u coTpyIHUKH,
He SIBJISIIOLMECS [10JIb30BATENISIMU
CK3MH, nHaxongarcs B 3THX
MOMEIIEHHUSAX TOJIBKO B IPUCYTCTBUU
COTPYAHUKOB IO dKCITyaTalluH;
COTPYJHUKH, SIBIISIFOLLIUECS
noab3oBaresasmMu UCII/IH, HO He
sBlIsrolmecs noJss3oBatenamMu CK3U,
IIPOUH(OPMUPOBAHEI O TIPABHUIIAX
pabotsl B UCI1/IH 1 OTBETCTBEHHOCTH
3a HECOOJ IO IeHHEe MPaBUJI
obecrieueHus 0€30MaCHOCTH
uHpopMaLuy;

nosib3oBatenu CK3U
MPOUH(OPMHUPOBAHBI O MPaBUIIAX
padotsl B UCII/IH, npaBunax paboTsl
¢ CK3M u 0TBETCTBEHHOCTH 32
HecoOIr0IeHHe paBuIl obecrieyeHust
Oe30macHOCTH MH(pOpPMaLIMU;
MOMELIEHHUsI, B KOTOPbIX
pacnionaratorcst CK3H, ocHaiensl
BXOJIHBIMH JIBEPEMHU C HAJIeIKHBIMU

. 3aMKaMH, 00eCcreuyeHO MOCTOSIHHOE
3aKpbITHE JABEpPEN IMOMELIEHUH Ha
3aMOK, U UX OTKPBITHE
OCYLLECTBIISICTCS TOIBKO JIJIs




CaHKLIMOHUPOBAHHOI'O IPOX0/a;
YTBEPXKJIeHbl TpaBuja JOCTyla B
MOMEILEHMs, TJe  pacroiaratoTcs

CK3MH, B pabouee u Hepabouee BpeMs,
a TaK)Ke B HEILITATHBIX CUTYaIUsIX;
YTBEPIK/ICH MepeveHb JUI], HMEFOIIHX
MpaBo JOCTYIIA B IOMELIEHHUS, I/e
pacnonaratotcest CK3U;
OCYLIECTBJISIETCS.  pa3rpaHUyeHUue U
KOHTpPOJIb J0CTyNa T0Jb30BaTelel K
3alMIIAEMBIM pecypcam;
OCYLIECTBIISIETCS PETUCTPALIMS U yUeT
JerctBui nons3osareneit ¢ [1]1H;
OCYIIECTBIISIETCS KOHTPOJIb
LIeJIOCTHOCTH CPEJICTB 3alUThI;

Ha APM u cepsepax, Ha KOTOPBIX
ycranosiensl CK3U, ucnonssyrores
cepruduuupoBanusie C3U ot
HECaHKLIMOHUPOBAHHOI'O JIOCTYIIA
(naee - HCJ);

MCIIOJIb3YIOTCS CepTU(ULIMPOBAHHbBIE
CpeAcTBa AaHTUBUPYCHOM 3alIUTHI.

1

2. IlpoBesieHue aTak Ha Heakryansno | [IpoBomsitcs pabotsl 1o noadopy
starne sKkcrtyatauuu CK3U [IepcoHaa;

Ha clielytole 0ObeKThI: noxkymenrtauus Ha CK3U xpanurcs y
nokymenTanuio Ha CK3U u orBeTcTBeHHOTrO 3a CK3U B
KoMnoHeHTbl CD; MeTaJlsInyecKoM ceride;

IIOMEIIEHHUs, B KOTOPBIX MIOMELIEHUSI, B KOTOPbIX

HaXOJIUTCSl COBOKYITHOCTb pacroJyiararoTcst IOKyMeHTalus Ha
IIPOrpaMMHBIX U CK3H, CK3HU u komnonents CD,
TEXHUYECKUX DJIEMEHTOB OCHAIIEHbI BXO/IHBIMHU JIBEPbMH C
cucteM 00pabOTKH JIaHHBIX, HaJIe)KHBIMH 3aMKaMH, 00ecriedyeHo
CIIOCOOHBIX [IOCTOSIHHOE 3aKpBITHE JIBepei
(bYHKLIMOHUPOBATH MOMELLUEHHUH Ha 3aMOK, U UX OTKpPBITHE
CaMOCTOSTEJIbHO WJIH B OCYIIECTBIISETCS TOIBKO JIst

COCTaBe CPe/ICTB CaHKIIMOHMPOBAHHOT'O MIPOXO0/1a;
BBIYUCIIUTEIbHON TEXHUKH YTBEpXK/IeH MepeyueHb JIML, UMEIOINX
(nanee - CBT) u C® [paBo J0CTYIIAa B TIOMEIIEHHSI.

3. Ilonyuenue B pamkax AKTyanbHO

Mpe10CTaBIeHHbIX
IIOJTHOMOYHH, a TaK)Ke B
pe3ynbrare Habao1eHui
crenyouei nHpopMaLuu:
CBe/IeHUH 0 (PU3NUECKHUX
Mepax 3alluThl OObEKTOB, B




KOTOPBIX pa3MellleHbl
pecypchbl
UH(OpMaMOHHOM
CUCTEMBI;

CBEICHUH 0 Mepax 110
obecrnieyeHHo
KOHTPOJIUPYEMOH 30HbI
00BEKTOB, B KOTOPbIX
pasMenieHbl pecypehbl
UH(POPMALHOHHOM
CHUCTEMBI;

CBEJICHUH 0 Mepax 110
pa3rpaHUYEHUIO JIOCTYTa B
MIOMELIEHUS, B KOTOPBIX
Haxoaarcs CBT, na
KOTOPBIX peaTu30BaHbI

CK3U u CO.

4. Vicnionb3oBaHue AKTyallbHO

wratHeiX cpeacts UCIT/IH,

OrpaHUYEHHOE MepaMH,

pealn30BaHHbIMU B

UH(POPMaLIMOHHOM

cucremMe, B KOTOpOn

ucnonb3yercs CK3U, u

HaIpaBJIEHHbIMHU Ha

IIpeloTBpallleHue U

IpeceyeHue

HECaHKLMOHUPOBAHHBIX

JIEUCTBHI

5. dusuyeckuit 10CTyn K Heakryaneno | IlpoBoasitest paboTsl 110 noadbopy

CBT, Ha KoTopbIX [IePCOHAJIA; MTOMEILEeHHSs, B KOTOPBIX

peanusoBanbl CK3U u CO pacnionararorcess CBT, Ha koTopbIx
pacnonaratorcs CK3U u CO,
OCHAIIIEHbl BXO/IHBIMH JIBEPbMH C
3aMKaMH, obecrieyuBaeTcs
[TOCTOSIHHOE 3aKPbITHE ABEpei
MOMEILEHHH Ha 3aMOK M UX OTKPBITHE
TOJIBKO JJIsI CAHKLHOHUPOBAHHOTO
poxojia.

6. Bo3amoxHocTh Heakryaneno | IlpoBoasitest paboTsl 1o moabopy

BO3/IeHMCTBOBAThL HaA
anmapaTHble KOMIIOHEHTHI
CK3HU u CO,orpannyennas
MepaMu, peaqu30BaHHbIMH
B MH(OPMAMOHHON

MepCcoHalla; OMELLEHHUs!, B KOTOPbIX
pacnonaratorcss CK3U u CO,
OCHAILEHbI BXO/[HBIMU JBEPbMH C
3aMKaMH, 00ecIieurBaeTCs
MIOCTOSIHHOE 3aKpPhITHE JBepei




CUCTEME, B KOTOPOH
ucnonsszyercsi CK3U, u
HanpaBJIeHHBIMU Ha
npenoTBpalieHue U
npeceveHue
HECAHKI[MOHUPOBAHHBIX
NEUCTBUM

MOMEILEHUI Ha 3aMOK ¥ UX OTKPBITHE
TOJIKO JJIsl CAHKIIMOHUPOBAHHOTO
MpOXO0/a;

MPEJCTAaBUTENN TEXHUUYECKHUX,
00CIyKUBAIOLIUX U APYTUX
BCIIOMOTIaTeJIbHBIX CIIyKO 1npu padbore
B ITOMEILEHMX (CTOMKax), rae
pacnojioxeHnbl koMmrnoHeHTsl CK3U u
C®, 1 cOTpyAHUKH, HE SBISIOLIUECS
nonb3oBatenasMu CK3U, Haxonsarcs B
TUX MOMELIEHUSX TOJILKO B
IPUCYTCTBUU COTPY/IHUKOB I10
YKCILTyaTalUHu.

7. Co3nnaHue crioco0oB,
MOJArOTOBKA U MPOBEACHUE
aTaK C MpUBJIEYCHUEM
CIIEL[HAJIUCTOB B 00JIaCTH
aHaJI3a CUTHAJIOB,
COTPOBOMKIAOLINX
¢ynkuunonuposanune CK3U
u CO, u B obsactn
HCIIONB30BaHMS JJIs1
peanuzanuu arak H/IB
npukiagsoro 110

HeaxkrtyansHo

He ocymecTsisiercst oOpaboTka
CBEJICHUH, COCTABIISIFOIIMX
rocy/1apCTBEHHYIO TaiiHy, a TaKKe
UHBIX CBEJIEHUH, KOTOPbIE MOTYT
Npe/ICTaBIATh UHTEepeC IS
peanu3alii BO3MOKHOCTH;

BBICOKAsl CTOMMOCTbB U CIIOKHOCTh
MOJIFOTOBKHU peayiu3aliu
BO3MOKHOCTH; IIPOBOASATCS pabOTHI
110 11oA00py MepcoHala;

MOMEILIeHHsI, B KOTOPBIX
pacnonaratotcs CK3U u CO,
OCHAILEHbI BXOJHBIMH JIBEPEMU C
3aMKaMH, o0ecrie4ruBaeTCs
MOCTOSIHHOE 3aKpbITHE JIBepel
MOMEILIEHHH Ha 3aMOK M UX OTKpPBITHE
TOJILKO JJIs CAHKLIMOHMPOBAHHOI'O
MpOX0/a;

Npe/ICTaBUTENIN TEXHUYECKHX,
00CIy’)KMBaIOLIMX U APYTUX
BCIIOMOTraTeIbHBIX CIIyK0 npu padore
B ITOMENIEHUsX (CToKaxX), Ie
pacrnionoxensl komnoHeHTsl CK3U u
C®, u cOTpYIHUKH, HE ABISIOLIHECS
noss3oBaressimu CK3U, Haxonsres B
ATUX MTOMEILEHHUSX TOJBKO B
MPUCYTCTBUM COTPYIHUKOB IO
IKCILTyaTal|y;

OCYLLECTBISIETCS pa3rpaHUueHue U
KOHTPOJIb JOCTYIIA MOJIb30BaTeNeH K
3alUIIaeMbIM pecypcam;
OCYLLECTBIISICTCS perucTpanus U y4eT




JIeMCTBUH TTOJIb30BaTENECH;

Ha APM u cepBepax, Ha KOTOPBIX
yeranossienbl CK3U: ucnonssyrores
cepruduumpoannsie C31 or HCJI;
UCTIOJIb3YIOTCS CePTU(UIIUPOBAHHEIE
CPeACTBA AHTUBUPYCHOM 3aIIUTHI.

8. IlpoBenenue Heaxryansno | He ocymiectsisiercs 06paGoTka
nabopaTopHBIX CBEJICHUH, COCTABIIAIOLIUX
uccnenoanuii CK3H, roCyIapCTBEHHYIO TaiHy, a TaKke
MCTIONIb3YEMBIX BHE UHBIX CBEIECHUMN, KOTOPBIE MOTYT
KOHTPOJIUPYEMOH 30HBI, NPeJCTaBIATh UHTEPEC Jis
OrpaHMYEHHOE MepaMH, peanu3anuy BO3MOKHOCTH;
peanu3oBaHHBIMU B BBICOKAsl CTOUMOCTB U CJIOKHOCTh
MH(OPMALIMOHHOM NOATOTOBKH peau3aiiu
CHUCTEME, B KOTOPO# BO3MOJKHOCTH.

ucrnionszyercsi CK3U, u

HalpaBJIeHHBIMH Ha

NpeoTBpallEHUE

peceyeHue

HECaHKIIMOHUPOBAHHBIX

nelcTBui

9. IlpoBenenue pabor no Heakryaneno | He ocyuiectBisercs o6paborka
CO3/IaHHIO CIIOCOOOB U CBEJICHUH, COCTABISIOIINX
CPe/ICTB aTakK B HAy4yHO- roCyIapCTBEHHYIO TaliHy, a TakKe
HCCIIe10BaTE/IbCKUX WHBIX CBEJEHNUMH, KOTOpPBIE MOT'YT
LIEHTpax, NPEeJCTABISTh UHTEPEC IS
CeLUaTU3UPYIOLINXCS B peanusanyy BO3MOXKHOCTH;
obnactu pa3paboTKu u BBICOKAsi CTOUMOCTD U CJIOKHOCTh
a"anuza CK3U u CD, B Tom MOJIrOTOBKH peallu3aliu

4HCIIe C UCIOJIB30BAHUEM BO3MOKHOCTH.

MCXOJIHBIX TEKCTOB

Bxousiero B CO

npukiaausoro I10,

HeNoCPeICTBEHHO

HCIIOJIb3YIOLLETO BbI3OBBI

IpOrpaMMHBIX (DYHKIIMH

CK3HU

10. Co3nanue crioco6os, Heakryaneno | He ocymectsisiercst o6paborka

MOANOTOBKA U MIPOBEJIEHHE
aTak ¢ MpUBJICYEHHEM
CHeUaIMCTOB B 00J1acTH
UCITOJIb3@BAHM JUIsI
peanuzauuu arak HJ/IB
cucremuoro [10

CBEJICHHUH, COCTABJISIOIINX
rocy1apCTBEHHYIO TalHy, a TaKkKe
MHBIX CBEAEHUH, KOTOPbIE MOTYT
NPEJICTaBIIATE HHTEPEC /1S
peai3aly BO3MOKHOCTH;
BBICOKasi CTOMMOCTb M CJIOKHOCTh
MIOJICOTOBKH pealu3aluu




BO3MOYKHOCTH;
NpoBOAATCS paboThI MO MOO0pY
nepcoHasa; MOMeLIeH s, B KOTOPbIX
pacnonaratorcst CK3U u CO,
OCHAIIleHbl BXOAHBIMHU JIBEPHMH C
3aMKaMH4, 00eCIIeYnBaeTCs
IIOCTOSIHHOE 3aKPBITHE JABEpei
MOMELIEHUN Ha 3aMOK U UX OTKpBITHE
TOJILKO JUJIsl CAHKIITAOHUPOBAHHOTO
Npoxo/a;

MpeJCTaBUTENId TEXHUYECKHX,
00CITy)KMBAIOLIUX U IPYTHX
BCIIOMOTaTe/bHBIX CITyk0 mpu paborte
B [IOMeEILIeHUsX (CTOMKaXx), rje
pacnonokensl komnoHeHTsl CK3U u
C®, u COTpYHUKH, HE SABISIONIHECS
nosibzoBatensmu CK3U, naxoaarcs B
3TUX MMOMEIIEHUSIX TOJIBKO B
IIPUCYTCTBHH COTPY/THUKOB I10
IKCILTyaTalliH;

OCYLIECTBIISICTCS pa3rpaHuyeHHe U
KOHTPOJIb JI0CTYyIA MOJIb30BaTeNIeH K
3allUIIAeMBIM pecypcam;
OCYILIECTBIISCTCS perucTpalus U yuer
JIeHCTBUM MOJIb30BaTEIEiH;

Ha APM u cepBepax, Ha KOTOPBIX
ycranosiensl CK3U, ucnonssyrores
cepruduuupoBanubie C31 or HC/I;
MCIIOJIB3YIOTCS CepTUGUIIPOBAHHEBIE
CpeJ/iIcTBa aHTUBUPYCHOM 3aIMThHI

11. Bo3amoxHoOCTh Heakryansto | He ocyiuecrBnsiercs oopaborka
pacrnosarath CBeJICHUsIMH, CBEJIEHM, COCTaBJISIOLIUX
COJIepIKalLMMHUCS B rocy/IapCTBEHHYIO TaiHy, a TakKe
KOHCTPYKTOPCKOMH MHBIX CBEJIEHUH, KOTOpPbIE MOTYT
JOKYMEHTAaIlUH Ha NpeJCTaBIATh UHTEPEC 1JIs
anmnaparHble U peanu3anuu BO3MOMHOCTH.
porpamMMHbIe

KoMroHeHTbl CD

12. BO3MOKHOCTB HeakryansHo | He ocyecrBisiercst o6paboTka

BO3eMCTBOBATH HA JIIOObIE
koMrroHeHTbl CK3U u CO

CBEJICHUH, COCTaBJISIFOIINX
rocyapcTBEHHYIO TailfHy, a TaKkKe
MHBIX CBEJICHUI, KOTOPbIE MOTYT
IPEACTABIIATE HHTEPEC IS
peanu3aluu BO3MOKHOCTH.




4. Onpeaesienne aKTyaJbHbIX Yrpo3 0€3011aCHOCTH NEePCOHAIBHBIX
AAHHBIX B HH(POPMALHOHHBIX CHCTEMAaX NEePCOHAIBHBIX
AAHHBIX

4.1. Ha ocHOBe IpOBENEHHOTo aHalu3a OaHKa JaHHBIX Yrpo3 6e30macHOCTH
uadopmanmn  (www.bdu.fstecru) ¢ yd4€tom  CTPYKTYpHO-(QYHKIMOHAIBHBIX
xapaktepucTuk TuroBbix MC, a Takke NpUMEHseMBbIX B HHMX HHMOPMALUOHHBIX
TexHoJoruil ¥ ocobenHocreit (yunkuuonuposanus, B UC yupexaenuii MOryT OBITh
aKTyallbHBbI ciieaytoiue yrpo3ssl 6esonacnoctu MCIT/In:

VBW.3 Yrposa ananuza Kpunrorpapuueckux aJlrOpuTMOB U UX pean3alu,

VYBU.4 Yrpo3sa annapatHoro copoca napoins BIOS;

YBW.6 Yrpo3a BHeApeHUs KOJIA WU JIaHHBIX;

YBWN.7 Yrposa Bo3ielcTBUS HA IPOrPaMMBbI C BHICOKMMH TIPUBUIICTUSIMMU;

YBW.8 Yrpo3a BocCTaHOBJIEHUS ay TEeHTU(PUKALIMOHHON MH(POPMALIUH;

YBI.9 Yrposa BoccTaHoBIeHMs Npeaslayleil ys3Bumoii Bepcun BIOS;

VYBU.12 Yrpo3za  J1eCTPyKTMBHOIO  W3MEHEHUs KOH(UTyparu/cpeibl
OKpYXKEHUS [IPOorpamm;

VBH.13 Yrposa  JIeCTPYKTHBHOIO  MCIIOJIb30BaHUS JEKJIapUPOBAHHOIO
¢ynkuuonana BIOS;

VBU.14 VYrpo3a JIUTENBLHOTNO yJAEpXKaHWs  BBIYUCIIMTENBHBIX pPeCypCcoB
M10JIb30BATENSIMHU;

VBU. 15 VYrposa goctyna K 3amuiiaeMbiM (aiiam ¢ HCIOJIb30BaHHEM
00X0JTHOTO MYTH;

VBU. 16 Yrpo3sa goctyna K JokansHbIM (aitiiam cepsepa npu nomomu URL;

YBMU. 17 Yrposa nocryna/mepexsara/usmenenust HTTP cookies;

VBU. 18 Yrpo3sa 3arpy3ku HEIITATHON ONepaliMOHHON CHCTEMBI,

YBH. 19 VYrposa 3apaxenus DNS-kema;

VBHN.22 Yrpo3a u30bITOYHOTO BbI/I/ICHHs ONIEPATUBHOM [TaMSTH;

VBW.23 Yrpo3a u3MeHeH!s] KOMIIOHEHTOB CHCTEMBI,

VYBU.26 Yrpo3sa uckaxenus XML-cxembl;

VYBU.27 Yrposa ucKakeHHUs: BBOAMMOI ¥ BRIBOJUMOM Ha nepudepuinbie
yCTpoiicTBa MH(pOPMALIHH;

YBW.28 Yrpo3a Kcnonb30BaHus albTEPHATUBHBIX MTyTEH JOCTyIA K pecypcam;

VBW.30 Yrposa ucnons3oBanus nHdopmanun uaeHtuduxanun/
ayTeHTU(UKALUK, 3a/JaHHO TI0 YMOJIYaHHIO;

VBH.31 Yrposa ucronb30BaHusi MEXaHU3MOB aBTOPU3ALUH JIJIS TTOBBILICHUS
NIPUBUIIETUH;

VYBW.32 Yrposa Ucrop30Banus MoAAeNbHbIX LH(poBbix noanuceid BIOS;

VBU.33 Yrposa ucronb30BaHus caaboCTel KOAMPOBaHUs BXOAHBIX IaHHBIX;

VBW.34 Vrposa ucrob30BaHus ¢1adocTeil MpOTOKOIOB CEeTeBOro/ JOKalbHOTO
oOMeHa JaHHBIMH;

YBUW.36 Yrposa ucciie[oBaHUs MeXaHU3MOB pabOThI IPOrpaMMBl;

YBW.37 Yrposa ucciieJoBaHUs NPUIIOKEHHUs! Yepe3 OTYEThI 00 onOKax;

VYBW.39 Yrposa ucyeprnanus 3anaca kiirodei, HeoOX0IMMBbIX [UIsl OOHOBIIEHHS
BIOS;

YBU.41 Yrpo3a MexcaiToOBOr0O CKpUIITHHIA,



YBW.42 Yrpo3a MeKCanTOBOM MOJJIEIKHU 3a11poca;

VYBW.45 Yrposza HapyLieH#s H30JsiuK cpefibl ucronnenus BIOS;

VYBUN.49 VYrpo3a HapylleHUs LEeJ0CTHOCTH JJAHHBIX Kellla;

VBU.51 Yrposa HEBO3MOXKHOCTH BOCCTAHOBJIEHUs ceccuu paboTel Ha [I9BM
[IPH BBIBOJIC U3 MIPOMEKYTOUHBIX COCTOSHUI MUTAHUS;

VYBH.53 Yrpo3a HeBO3MOXKHOCTH YIIpaBieHHs npaBaMu nosb3osaresei BIOS;

VBU.59 Yrpo3a HEKOHTPOIUPYEMOro pOCcTa YMciia 3ape3epBUPOBaHHBIX
BBIYMCIIUTENBHBIX PECYPCOB;

VBH.62 Yrpo3a HEKOPPEKTHOI'O UCIIOJIb30BaHUs PO3PAYHOr0 IPOKCH-CEPBEPA
3a cuéT njIaruHoB Opaysepa;

YBWN.63 Yrpo3a HEKOPPEKTHOTO UCTIONBb30BaHUs (PYHKIIMOHAIA IPOrPaMMHOI'0
obecrieueHus;

YBU.67 Yrpoza HenpaBoOMEPHOro 03HAKOMIICHHUS C 3allMIaeMoil HHpopMaInen;

VBU.68 Yrpo3a HelpaBOMEpHOro/HEKOPPEKTHOIO UCTIONB30BaHus HHTepdeiica
B3aUMOJECUCTBUS C ITPUITOKECHHUEM,

VBW.69 Yrpo3a HenpaBOMEPHBIX JIEHCTBUI B KaHanaxX CBS3H;

VBU. 71 Yrpo3a HeCaHKIIMOHUPOBAHHOTIO BOCCTAHOBJICHUS Y1A/IEHHOM
samuinaeMo HHGOpMaltu;

VBW.72 Yrpo3a HeCaHKIMOHUPOBAHHOTO BBIK/IIOUEHHUS WIIM 00X0/1a MeXaHn3Ma
3amMThl oT 3anucu B BIOS;

VYBW.74 Yrposa HeCaHKIIMOHMPOBAHHOI'O JIOCTYNA K ay TeHTH(QUKALMOHHOM
uHbOpMalIH;

YBU.86 Yrposa HeCaHKIMOHMPOBAHHOTO U3MEHEHHs Ay TeHTH()HKALIMOHHOH
uHpOpMaIIK;

YBW.87 Yrpo3a HeCaHKIIMOHUPOBAHHOI'O MCII0JIb30BaHMs IPUBHIICTMPOBAHHbIX

¢ynkuuit BIOS;

VBU.88 Yrpo3a HeCaHKIIMOHUPOBAHHOIO KOIMPOBAHMS 3AILIMIIAEMOi
uHpOpMALIUH;

VBI.89 Yrpo3a HeCaHKIMOHUPOBAHHOTO PE/IaKTHPOBAHUS peecTpa;

YBN.90 Yrpo3a HeCaHKIMOHUPOBAHHOIO CO3aHKsl y4ETHOMU 3aIicu
MoJIb30BaTess;

YBUN.91 Yrpo3a HecaHKIIMOHUPOBAHHOIO y/laJleHHs 3alllUIaeMoi
uHpOpMaLUu;

YBU.93 Yrpo3a HeCaHKIMOHUPOBAHHOTO ynpasiieHus Oypepom;

VYBN.94 Yrpo3a HecaHKIIMOHUPOBAHHOIO yIPaBIEHHs: CHHXPOHU3AIUEH 1
COCTOSIHUEM;

VBI.95 Yrpo3a HeCaHKIIMOHUPOBAHHOTO yIpaBJIeHUs yKa3aTelsIMH;

YBMN.98 Yrpo3a oGHapyKeHHs! OTKPBITBIX OPTOB U UJICHTHU(HKALIHH
MPUBSI3aHHBIX K HEMY CETEBBIX CIIyKO;

YBH.99 Yrposa o6HapyKeHHs XOCTOB,;

YBU. 100 Yrposa 00x0/1a HEKOPPEKTHO HACTPOEHHBIX MEXaHU3MOB
ayTeHTH(pUKaL1K;

VBU.102 Yrpo3a onocpeoBaHHOr0 yIpaBJIeHUs TPYIIOW NPorpaMmm uepes
COBMECTHO MCITI0JIb3yEMBbIE IaHHBIE,

YBM.103 Yrpo3a onpejenenusi TUIIOB 00BEKTOB 3aLUTHI;



YbH. 104 Yrpo3za onpezeneHus TOMOJOIUH BEIYUCIUTENLHON CETH;

YBU.107 Yrpoza oTkiIt04eHUs KOHTPOJIbHBIX JAaTYHKOB;

YBH.109 VYrposza nepebopa Bcex HaCTPOEK U MapaMeTPOB MPUITOIKEHHS;

YBH. 111 ¥Yrposa nepenauu JaHHBIX 110 CKPBITHIM KaHAJIaM;

YBW.113 Yrposa nepesarpy3ku anmnapatrHbiX U IPOrpaMMHO-aINapaTHbIX
CPEICTB BBIYMCIIUTEIIbHOW TEXHUKH;

YBU. 114 Vrpo3za nepenojHeHus 1eJI0YUCIEHHbIX IEPEMEHHBIX;

YBH. 115 Vrposa nepexsara BBOAMMOI U BBIBOAMMOM Ha repud)epuiiHbie
ycTpoiicTBa HHGOpMAaLIMH;

YbU.116 Yrposza nepexsara JaHHbIX, [1epe/laBaeMbIX 110 BEIYUCIUTENBHOM
CeTH;

YBH. 117 Yrpo3za nepexsara nIpuBUIErHPOBAHHOTO MTOTOKA;

YbH. 118 Yrposa nepexsaTa NpHBHIETHPOBAHHOTO TPOLIECCA;

YBU.121 Yrpo3a noBpex/IeHnsi CHCTEMHOTO peecTpa;

YBHN.122 Yrpo3a noBbllieHuUs PUBUIIETHA;

YBbH.123 Yrposa noxbopa napons BIOS;

YBU.124 Yrposa noanenku 3anucel xypHaua perucTpainy coObITHIA;

YbW.127 Yrpo3a noamens! AeficTBYs MONB30BaTENs MyTEM 00OMaHa;

YBU.1 28 Yrpoza nogMeHbl JOBEPEHHOTO MOJIL30BATENS;

YBH.129 Vrposza noameHs! pe3epBHOH KOMHK IPOrpaMMHOI0 00ecredeHus
BIOS;

YBM.130 Yrposza noameHs! COAEP)KUMOTO CETEBBIX PECYPCOB;

YBH. 131 VYrpo3za noameHsl cyObeKTa CETEBOrO JI0CTYIIA;

YbW.132 Vrposza nonayuyenus npeaBapuTebHOM nHGopMammuu 06 oObexTe
3aLIUTHI;

YBH. 139 Vrposa npeoonenus GU3N4ECKOM 3alUThHI;

YBbH.140 Yrposza npuBefeHHsI CUCTEMbI B COCTOSIHUE «OTKA3 B 00CIIy)KMBAHHN;

YBbM.143 Yrposza nporpaMMHOT0 BBIBEJICHHUS U3 CTPOS CPECTB XpaHEHHs,
00paboTku 1 (K1K) BBOA/BeIBOAA/TIepeIadun HH(OpMaIUu;

YBHW.144 Yrpoza nporpammuoro copoca naposi BIOS;

YBbM.145 Vrposa npomycka NpoBepKH LEJTOCTHOCTH MPOrPaAMMHOTO
obecrieueHus;

YbH.149 Yrposa c6os 06paboTky crieliHanbHBIM 00pa3oM H3MEHEHHBIX (aiiiioB;

YBU.152 Yrpo3sa ynanenus ayreHTHOUKAMOHHONW HHPOpMALIHY;

YBH.153 Yrposa ycunenus Bo3AeHCTBHS HA BBIYUCIUTEIbHBIE PECYPCHI
MOJIb30BaTeNeH MPU MOMOILIU CTOPOHHUX CePBEPOB;

YBH.154 Yrpo3sa ycTaHOBKH ysI3BUMBIX BepCHii OOHOBIIEHHS POIPAMMHOIO
obecneuenus BIOS;

YBH.155 Yrpo3za yTparbl BoIYUCIUTENBHBIX PECYPCOB;

YBH.156 Yrpo3za yrpatsl HocuTenei nHpopMaru;

YBH.157 Yrposa ¢pusnyeckoro BbIBECHUS U3 CTPOsI CPEJCTB XPAHEHMS,
00paboTku 1 (M11) BBOJA/BbIBOIa/TIepeaun HH(BOpMAIHH;

YBH.1 5 8 Yrposa popmarupoBanust Hocutelnei HHGOpMaIiu;

YBH.159 Vrposa «popcupoBanHoro Be6-6pay3uHray;

YbHM.160 Yrpo3sa xuieHus cpeacTB XpaHeHHs, 00paboTku 1 (1iiu)



BBO/1a/BBIBOj1a/TIepeaauu HH(pOpMaLl1K;

VBU.162 Yrpo3sa skcrutyaTauuy LA(POBOH MOAIKUCH MPOrpaMMHOr0 Ko/a;

YBU.163 Yrpo3sa nepexsBara UCKJIOYEHUA/CUTIHATIA U3 TPUBUIICTHPOBAHHOTO
Osioka yHKLHUM;

VBU.167 Yrposa 3apaxkeHus KOMIIbIOTEpa MPH MOCeleH|n HebaroHa&xHbIX
CaMTOB;

VYBUM.168 Yrpo3a «kpaku» y4ETHOH 3alUCH J0CTYTa K CETEBbIM CEpBHCAM;

YBU.170 Yrposa HenpaBoMepHOro mudposanus HHGOpMaLuu;

YBU.171 Yrpo3za CKpBITHOTO BKJIIOYEHHMS BBIYUCIIUTEILHOTO YCTPOHCTBA B
cocTtaB O0OT-CeTH;

YBW.172 Yrposza pacnpocTpaHeHHs «IIOYTOBbIX YepBei»;

VBU.173 Yrpo3a «crnamay BeO-cepBepa;

VBU.174 Yrposa «papMuHray;

YBU.175 Yrposza «puimnray;

VBU.176 Yrposza HapyLIeHHs: TeXHOJIOIHYECKOr0/TIPOU3BO/ICTBEHHOTO Ipolecca
M3-3a BPEMEHHBIX 3a/IepiKeK, BHOCHMBIX CPEJICTBOM 3allUThI;

VYBU.177 Yrposa HenoATBep)KAEHHOI0 BBO/IA JIaHHBIX OMEPaTOPOM B CHCTEMY,
CBSA3aHHYIO ¢ 0€30MaCHOCThIO,

VYBU.178 VYrpo3a HeCaAHKLMOHUPOBAHHOIO HCIOJIb30BAaHUA CHCTEMHBIX U
CEeTeBBIX YTHUJIUT;

VBU.179 VYrpo3a HeCaHKIMOHUPOBAHHON Monu(UKalMK  3aliMIlaeMOoi
uHGOpMALIUH;

VYBU.180 Yrposa oTkasa nojicucTeMbl 00ecrieyeH s TeMIIepaTypHOro PeKUMa;

VBU.181 Yrposa nepexsaTta 0JJHOPA30BbIX MApOJi€ii B peXKUME pealibHOro
BpPEMEHU;

VBW.182 Yrpo3a (puzndeckoro ycrapeBaHus anmnapaTHbiX KOMIIOHEHTOB;

YBU.183 VYrpos3a mepexsara yNpaBleHHs aBTOMATU3UPOBAHHOW CHCTEMOM
yIpaBJIeHHs TeXHOJIOTHYECKUMHU MPOLIECCaMHK;

YBI.185 Yrpo3a HecaHKLMOHMPOBAaHHOTO H3MEHEHHs [IapaMeTPOB HACTPOHKH
CpeCTB 3alUThl HHYOPMALIUH;

VYBW.186 Yrpo3a BHeIpeHUs] BPEIOHOCHOTO KOZa Yepe3 peKiamy, CEpBUCHI 1
KOHTEHT;

VBU.187 Yrpo3a HeCaHKIIHOHUPOBAHHOI'O BO3JEHCTBHSI HA CPE/ICTBO 3aIMThI
HHpOpMaLUH;

VYBHN.189 Yrpoza MackMpoBaHMs JEHCTBUI BPEJOHOCHOTO KOJIA;

YBU.190 Vrposa BHeOpeHUS BpPEJOHOCHOIO KoOJa 3a CHeT MOCCHICHHs
3apaKeHHBIX CaliTOB B ceTH MHTepHerT;

VBU.191 Yrpo3a BHeIpEHHs BPeJOHOCHOTO KOJ1a B IMCTPUOY THB IPOrPaMMHOIO
obecrnieyeHusl;

YBU.192 VYrpo3a WCIONB30BaHUsS  YS3BUMBIX  BEPCHH  IPOrpaMMHOIO
obecrieueHusi;

¥BU.193 Yrposa yreuku HHGOpMALIUH 33 CUET IPUMEHEHUS BPEAOHOCHBIM
MPOrpPaMMHBEIM 0fecriedeHneM alropuTMOB K(ppOBaHNs TPapuKa;

VBU.197 Yrposa xullieHus ayTeHTU(GUKAMOHHOM MH(pOPMALMK U3 BPEMEHHBIX
¢aiinos cookie;



YBU.198 Yrposa CKpBITHO# perucTpallii BpeJOHOCHOM MPpOrpaMMHO#M y4eTHBIX
3arucei aJIMMHUCTPATOPOB;

VBU.201 VYrpo3a yTeuku [0JIb30BATEIbCKUX JAAHHBIX TPU HCIOIb30BAHUH
(yHKUMI ABTOMATHYECKOrO 3arlojHeHHsl ayTeHTH(QUKAUMOHHOH MHpOpPMALMK B
Opay3sepe;

YBM.203 Yrposa yreuku uHpOpMALUH C HE MOJAKIIOYEHHbIX K ceTh MHTepHeT
KOMITBIOTEPOB;

VYBU.204 Vrpo3a  HeCaHKIMOHMPOBAHHOIO  M3MEHEHHMsl  BPEJIOHOCHOM
MPOrpaMMoii 3HAUeHH I TapaMeTpOB MPOrPAMMHUPYEMBIX JIOTHYECKUX KOHTPOJUIEPOB;

VBU.205 Yrposa HapyiieHus paboThl KOMIBIOTEPA W OJIOKMPOBAHUS 10CTYTia K
ero JaHHBIM U3-33a HEKOPPEKTHO paboThl yCTaHOBJIEHHBIX HA HEM CPE/CTB 3aLIUTHI.

4.2. Yrpozamu 0G€30MacHOCTH IIEPCOHANBHBIX JAHHBIX TIpU UX 00paboTke ¢
ucnons3oBanuem CK3U sBistores:

4.2.1. co3manue crocoOoB, MOATOTOBKA W MPOBEJeHUE aTak 0e3 NpHUBJICYCHUS
CreLMAINCTOB B 06sacTu pazpadborku u anannza CK3U;

4.2.2. coznaHue crocob0B, MOAr0TOBKA U MPOBECHUE aTaK Ha Pa3IMIHbIX
sranax xusnennoro mukna CK3U. K sranam xusnennoro uukia CK3U ornocsTes:
paspaboTka (MOJEpPHH3AlMs) YKa3aHHBIX CPEACTB, HX MPOM3BOJICTBO, XPAHEHHE,
TPaHCIIOPTUPOBKA, BBOJ B SKCIUTyaTaliio (IyCKOHANA104Hble pabOThl), SKCILTyaTaLs;

4.2.3. mposejicHUE aTaKy, HAXO/ACh BHE NIPOCTPAHCTBA, B IpeJieslax KOTOPOro
OCYIIECTBIAETCS KOHTPOJIb 3a IpeObIBaHHEM U IeHCTBUAMMU JIULL U (UIIH) TPAHCTIOPTHBIX
cpecTB  (Hanee - KOHTPOJIUpyeMast 30Ha). [ panulell KOHTPOIUPYEMO#H 30HBI MOXKET
OBITH: IEPUMETP OXPAHAEMOI TEPPUTOPUH YUPEKIAEHHUS, OrPAXKAOLINUE KOHCTPYKIIHH
OXPaHSEMOTro 3/1aHuUsI, OXPAHIEMON YacTh 3/[aHMus, BbIJICIICHHOTO MOMCIIEHHS;

4.2.4. npoBefienre Ha dranax paspaboTku (MOJEPHM3ALMH), MPOU3BOJCTBA,
xpanenusi, Ttpancnoptuposkd CK3W u orane BBOJa B OKCIUIyaTalHUIO CK3U1
(myckoHana04Hble paboThl) CAEAYIONIHX aTakK:

BHECeHHe HecaHKIMOHUpoBaHHbBIX u3MeHeHHH B CK3U u (Mn1) B KOMIIOHEHTEI
anmapaTHBIX W [POrPaMMHBIX  CPEACTB, COBMECTHO C  KOTOPbIMM  LITATHO
(GYHKIMOHUPYIOT CK3U, B COBOKYITHOCTH npeICTaBIAIOLINE cpeny
¢ynkumonnposanuss CK3M, kotopble CMOCOOHBI MOBIUATH HAa  BBINOJHEHHE
npeabsiBiasiembix K CK3U TpeGoBanuii, B TOM YHCIIe C HCIIOIB30BAHUEM BPEIOHOCHBIX
nporpamm;

4.2.5. nposejeHue arak Ha starne skcruryaraunu CK3HU wa:

NepCOHaJbHbIE JaHHbIE,

KIIOUeBYIO, ayTeHTHUIMPYIOLLYIO U maponbHyto HH(popmanuio CK3H;

nporpaMmHbie koMrnoHeHThl CK3M; anmaparible KOMIOHEHTbI CK3U;

nporpamMmusie komnoHenTsl C®, BKiodas nporpammuoe obecnedenue BIOS;
annapatHble KOMIOHeHTbl CD; '

JaHHbIE, ITepeaBaeMble 10 KaHallaM CBsI3H,

4.2.6. nojydeHue U3 HaXOJSIHUXCsl B CBOOOAHOM J0CTYIe HCTOYHUKOB (BKITROUAS
MH(OPMALIHOHHO-TeIEKOMMYHUKALMOHHBIE CETH, AOCTYIl K KOTOPBIM HE OrpaHH4eH
Onpe/eNeHHBIM KPYroM JIHII, B TOM 4uciie HHPOPMALMOHHO-TEIeKOMMYHHKALMOHHYIO
cetb «MHTepHeT») nHdopmammu 06 YIC, B xotopoii ucrnonsyercs CK3W. Ilpu sTom



MO3KeT OBbITH MoJIyueHa cieyromas nH(opMarus:

obmwme ceenenns 00 UC, B koropoit ucrions3yercs CK3HW (naznaueHnue, cocras,
orepatop, 06BEKTHI, B KOTOPBIX pasmerienbl pecypesl MIC);

cBeleHUss 00 WH(POPMALMOHHBIX TEXHOJIOTHUSX, 6azax panaex, AC, I1O,
ucnionszyempix B MC coBmectHo ¢ CK3M, 3a uckmoueHHem CBeJICHUI,
cozlepKalIMXCsl TOJNIBKO B KOHCTPYKTOPCKOW JOKYyMEHTALMK Ha uH(pOpMaIMOHHBIE
texHonoruu, 6a3el nanHbix, AC, I10, ucronszyembie B UC coBMeCTHO € CK3U;

colepiKaHue Haxojsieiics B CBOOOJAHOM JIOCTyne JIOKyMEHTallMu  Ha
annapaTHble U porpammuble komnonenTst CK3U 1 Co;

oble cBeJeHUs O 3aluiaeMoil MH(OpMalKMK, HMCIONb3yeMoH B mnpouecce
skcruryatauuu CK3H;

CBE/JIeHUS] O KaHAJIaxX CBS3U, MO KOTOPHIM Tepe/laloTes 3alliiiacMble CK3U
MepcoHayIbHbIE JJAHHbIE (Jajee - KaHall CBS3H);

4.2.7. npuMeHeHrEe HAXOMSLIMXCS B CBOOOJHOM JIOCTYIE WIIM MCIOJIB3YCMbIX
3a npemenamu kourtponupyemoit sombl AC u TIO, Bkimouas anmapaTHble H
nporpammusie komnonenTsl CK3U n C®;

4.2.8. noiy4yeHre B paMKax Mpe/loCTaBIEHHbIX MOJIHOMOYMH, a TaKke B
pesysbTaTe HAGJIOCHHUH Clejlytolel HHpOpMaLKH:

cBe/ieHni 0 (GU3MYECKUX Mepax 3alMThl 0OBEKTOB, B KOTOPBIX PasMELICHBI
pecypebt UC;

cBe/leHMii O Mepax Mo ofecredyeHHI0 KOHTPOJMPYEMOH 30HBI 0OBEKTOB, B
koTopbix paszmerniens! pecypebl MC;

CBEJICHMIl O Mepax IO pasrpaHU4YeHHMIO JOCTYINa B MOMELICHHS, B KOTOPBIX
naxomsrest CBT, Ha kotopsix peanusosansl CK3M u Coh;

4.2.9. UcrioJp30BaHUE  IUTATHBIX  CPEJACTB,  OrpaHUYEHHOE  MEpaMH,
peanuzoBanibiMd B MIC, B KOTOPO# HCIOIB3YeTCs CK3M, u HampaBICHHBIMH Ha
IpefoTBpalleHNe ¥ IpeceueHne HeCaHKIMOHNPOBaHHBIX NeUCTBUH.



